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(54) Infomnation processing apparatus 

(57) An object of the present invention is to provide 
an information processing apparatus which is provided 
with a fingerprint verification function with a high secu- 
rity and a high operability. When a fingerprint is inputted 
from a fingerprint reading surface of a display/finger- 
print reading unit (34). a fingerprint data sensing control 
unit (33) reads fingerprint data and coordinate data, and 
stores the data into a storage unit (40). The fingerprint 
data is verified against fingerprint data previously regis- 
tered and stored in a storage unit (38). to determine 
whether or not there is a matching fingerprint. In an 
information processing apparatus (31), a fingerprint ver- 
ification function is thus implemented. Further, based on 
the coordinate data related to fingerprint input the oper- 
ation of the information processing apparatus (31) is 
controlled. Accordingly, with such simple control as 
coordinate designation by touching the fingerprint read- 
ing surface with a finger at the time of fingerprint verifi- 
cation, the operation of the information processing 
apparatus (31) can be controlled. 
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Description 

BACKGROUND OF THE INVENTION 
1. Field of the Invention 



[0001] The present invention relates to an informa- 
tion processing apparatus which is provided with a fin- 
gerprint verification function. 

2. Description of the Related Art 

[0002] Owing to the development of network soci- 
ety, the fusion of information processing apparatuses 
and networks has progressed and the necessity of 
security functions such as individual verification has 
increased. With respect to individual verification, atten- 
tion is being given to authentication by living body infor- 
mation such as a fingerprrnt. which makes an 
information processing apparatus hard to be abused by 
others and cannot be lost unlike keys or IC (integrated 
circuit) cards. With respect to systems of reading a fin- 
gerprint, one that uses optics such as a prism is domi- 
nant, which is disclosed, for example, in Japanese 
Unexamined Patent Publication JP-A 8-315143 (1996^ 
On the other hand, another technique is disclosed in 
Japanese Unexamined Patent Publication JP-A 9- 
186312 (1997) in which a photodiode is placed to be 
adjacent to a TFT (thin-film transistor) element of a liq- 
uid crystal di^lay device so as to work as a CCD 
(charge-coupled device) to read out an image. Moreo- 
ver, still another technique is disctosed in Japanese 
Unexamined Patent Publications JP-A 7-220075 (1995). 
and JP-A 10-154231 (1998) which technique relates to" 
a system of identifying individuals by fingerprints. In 
addition, yet another technique which relates to control 
of the operation of an information processing apparatus 
based on a fingerprint verification result is disclosed in 
Japanese Unexamined Patent Publication JP-A 10- 
69324 (1998). 

[0003] Hg. 24 is a block diagram of a prior art Infor- 
mation processing apparatus 1 wNch is provided with a 
fingerprint verification function. Moreover. Figs. 25Aand 
25B are views showing a fingerprint reading unrt 4 and 
a display unit 7 which are comprised by the information 
processing apparatus 1. To a central processing unit 2 
of tiie information processing apparatus 1. a fingerprint 
data sensing control unit 3 for controlling the fingerprint 
reading unit 4, a key input unit 5 such as a keyboard, a 
display control unit 6 for controlling ttie display unit 7 
such as a liquid crystal display device, a storage unit 8 
implemented by a nonvolatile memory, an input/output 
unit 9 used for connection to a network and connection 
to a peripheral equipment such as a printer, and a stor- 
age unit 1 0 are connected, whereby the operation of the ss 
overall apparatus is integrally comrolled. 
[0004] A user's registered data is stored in the stor- 
age unit 8, and when being required, is read out and 
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transferred to the storage unit 10 to be stored therein by 
the central processing unit 2. Although an application 
program is also stored in the storage unH 8. and when 
being required, is read out and transferred to the stor- 
5 age unit 1 0 to be stored therein by the central process- 
ing unit 2. the program may be previously stored in the 
storage unit 10. 

[0005] The fingerprint reading unit 4 is implemented 
by the system in which optics disclosed in JP-A 8- 
10 315143 and the technique disclosed in JP-A 9-186312 
as mentioned above. A fingerprint read by the finger- 
print reading unit 4 is temporarily stored in a fingerprint 
data storage section 21 of ttie fingerprint data sensing 
control unit 3. and tfiereafter supplied to the storage unit 
/5 10. 

[0006] The storage unit 1 0 includes a program work 
memory 1 1 which is composed of a fingerprint verifica- 
tion section 12 including a fingerprint data feature 
extracting section 13 and a feature data verifying sec- 
20 tion 14, a registered user's fingerprint reading-out/stor- 
ing section 15 including a data reading-out section 16 
and a data storing section 17, and an application pro- 
gram storing section 18. 

[0007] In the prior art information processing appa- 
25 ratus 1. as shown in Fig. 25A. the fingerprint reading 
unit 4 and a display screen 19 of the display unit 7 are 
separately disposed. Othen^^ise. as shown in Fig. 25B. a 
fingerprint reading screen 20 of ttie fingerprint reading 
unit 4 and the display screen 1 9 of the display unit 7 are 
30 separately disposed. Therefore, control of the operation 
of the information processing apparatus 1 by using 
coordinates related to fingerprint reading is not per- 
formed. 



35 SUMMARY OF THE INVENTION 

[0008] An object of the present invention is to pro- 
vide an information processing apparatus which is pro- 
vided with a fingerprint verification function with high 
40 security and operability. 

[0009] The invention provides an information 
processing apparatus comprising fingerprint verification 
means for verifying a fingerprint read from a fingerprint 
reading surface against previously stored fingerprints of 
45 authorized users. 



tiie information processing apparatijs comprising: 
display means having a display surface witii ortiiog- 
onal coordinates set thereon; 
coordinate designating means for designating coor- 
dinates related to fingerprint reading on tiie display 
surface; and 

corrtrol means for controlling an operation based on 
designated coordinates. 



50 



[0010] According to the invention, a fingerprint read 
from tiie fingerprint reading surface is verified against 
previously stored fingerprints and whether or not there 
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is a match is determined. In the information processing 
apparatus, a fingerprint verification function is thus 
implemented. Further, at the time of fingerprint verifica- 
tion, coordinates related to fingerprint reading on the 
display surface of the display means are designated by 5 
the coordinate designating means. The control means 
controls the operation of the information processing 
apparatus based on designated coordinates. Accord- 
ingly, with such simple control as coordinate designa- 
tion at the time of fingerprint verification, the operation w 
of the information processing apparatus can be control- 
led. 

[0011] Further, in the information processing appa- 
ratus of the invention it is preferable that the display sur- 
face and the fingerprint reading surface are one and the is 
same. 

[0012] According to the invention, at the time of fin- 
gerprint verification, a finger of the user touches the dis- 
play surface serving as the fingerprint reading surface, 
whereby a fingerprint read from the fingerprint reading 20 
surface is compared for authentication. Moreover, coor- 
dinates related to fingerprint reading on the display sur- 
face, that is. coordinates of a position touched with a 
finger are designated at the time of the touch. The con- 
trol means controls the operation of the information 2S 
processing apparatus based on the coordinates desig- 
nated with such simple control. Since the display sur- 
face and the fingerprint reading surface are one and the 
same, fingerprint input arxJ coordinate designation can 
be performed with one and the same operation with the 30 
result that high operability can be attained. 
[0013] Still further, in the information processing 
apparatus of the invention it is preferable that tiie finger- 
print reading surface is formed on the coordinate desig- 
nating means. 35 
[0014] According to the invention, fingerprint verifi- 
cation is carried out in such a manner that a finger of the 
user touches the fingerprint reading surface formed on 
the coordinate designating means, to verify a fingerprint 
read from the fingerprint reading surface. Moreover. 40 
coordinates related to fingerprint reading on the display 
surface are designated by the coordinate designating 
means. The control means controls the operation of the 
information processing apparatus based on the coordi- 
nates designated with such simple control. Since the 45 
fingerprint reading surface is formed on the coordinate 
designating means, coordinate designation and finger- 
print input can be performed with one and the same 
operation, with the result that high operability can be 
attained. so 
[0015] Still further, in the information processing 
apparatus of the invention it is preferable that the control 
means activates the fingerprint verification means when 
specific coordinates are designated. 
[0016] According to the invention, the operation of 55 
the information processing apparatus can be controlled 
so as to activate the fingerprint verification means when 
designated coordinates are specific ones. Accordingly 



the information processing apparatus is controlled so as 
not to perform fingerprint verification when coordinates 
other than the specific ones are designated, that is. so 
as to perform fingerprint verification only when the spe- 
cific coordinates are designated, with a result that high 
security can be attained. 

[0017] Still further, the information processing 
apparatus of the invention further comprises: 

secret number acquiring means for acquiring a 
secret number based on designated coordinates: 
and 

secret number identifying means for verifying the 
acquired secret number against a previously stored 
secret number to identify the acquired secret 
number, 

wherein the control means controls an operation 
based on a result of the secret number verification. 

[0018] According to the invention, a fingerprint veri- 
fication function is implemented in such a manner as 
mentioned above. Moreover, coordinates related to fin- 
gerprint reading on tiie display surface of the display 
means are designated by the coordinate designating 
means, and a secret number based on the designated 
coordinates is acquired by the secret number acquiring 
means. The acquired secret number is verified against 
a previously stored secret number to determine whether 
tiie secret numbers match each other or not In the 
information processing apparatus, the secret number 
verification function is thus implemented. The control- 
ling means controls the operation of the information 
processing apparatus based on tiie result of secret 
number verification. Accordingly with the simple opera- 
tion of coordinate designation for inputting a secret 
number at the time of fingerprint verification, the opera- 
tion of the information processing apparatus can be 
controlled. 

[0019] Still further, in the information processing 
apparatus of the invention it is preferable that the control 
means activates the fingerprint verification means when 
the secret numbers match each other. 
[0020] According to the invention, tiie operation of 
tfie information processing apparatus can be confrolled 
so as to activate the fingerprint verification means when 
an acquired secret number matches a previously stored 
secret number. Therefore, by confrolling so as not to 
perform fingerprint verification when a number other 
than a specific secret number is acquired, that is. by 
controlling so as to perform fingerprint verification only 
when the secret numbers match, high security can be 
attained. 

[0021] Still further, in the information processing 
apparatus of the invention it is preferable tiiat the control 
means controls the operation of a power source of the 
information processing apparatus when there is a 
match in fingerprint 

[0022] According to tfie invention, when there is a 
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match as a result of the verification of the read finger- 
print against previously stored fingerprints, the on/off 
operation of the power source of the information 
processing apparatus Is controlled. For example, when 
the fingerprints match, the power source is switched 5 
from the off state to the on state. Thus, high security and 
operabillty can be attained and power consumption can 
be reduced. 

[0023] Still further, in the information processing 
apparatus of the invention it is preferable that when 10 
there Is a match as a result of the verification of the read 
fingerprint against the previously stored fingerprints, the 
control means reads out an operation condition associ- 
ated with an authorized user having the matching fin- 
gerprint from among operation conditions previously set 15 
for the authorized users and sets the condition. 
[0024] According to the invention, when as a result 
of the fingerprint verification, a read fingerprint is found 
to match one of previously stored fingerprints, an oper- 
ation condition associated with the user having the 20 
matching fingerprint is read out from among operation 
conditions previously set for the respective users and 
the operation condition is set. Therefore, a control envi- 
ronment and available functions suitable for the respec- 
tive authorized users can be set with the result that high 25 
operability can be attained. 

[0025] Still further, in the information processing 
apparatus of the invention it is preferable that the finger- 
print verification means is capable of verifying finger- 
prints of all fingers of both hands. 30 
[0026] According to the invention, fingerprints of all 
fingers of botii hands can be identified in the fingerprint 
verification function, so that the operation of the infor- 
mation processing apparatus can be exactiy controlled 
based on the result of fingerprint verification of each fin- 35 
ger. 

[0027] Still further, in the information processing 
apparatus of the invention it Is preferable that when the 
fingerprints of the respective fingers match the previ- 
ously stored ones, the control means reads out a com- 40 
mand associated with each finger of the user having the 
matching fingerprints, from among commands previ- 
ously registered for the respective fingers of the author- 
ized user and executes the commands. 
[0028] According to the invention, in the fingerprint 45 
verification function capable of identifying the fingerprint 
of each finger, when the fingerprint of each finger 
matches a previously stored fingerprint of each finger, a 
command associated with each finger of the user hav- 
ing the matching fingerprint among commands previ- so 
ously registered for each finger of the authorized users 
is read out and executed. Accordingly, high security and 
operabillty can be attained, and moreover, the operation 
can be exactly controlled for each finger. 
[0029] Still further, the information processing 55 
apparatus according to the invention further comprises: 

icon setting means for setting an icon associated 



with an application; and 

icon designation judging means for judging whether 
the set icon is designated or not, based on desig- 
nated coordinates. 

wherein when the icon is designated and there is a 
match in fingerprint as a result of the fingerprint ver- 
ification, the conti-d means reads out only data of a 
user having the matching fingerprint in an applica- 
tion associated with the designated icon and 
causes the data to be displayed. 

[0030] According to the invention, the fingerprint 
verification function is implemented in such a manner as 
mentioned above. Moreover, coordinates related to the 
reading of a fingerprint on the display surface of the dis- 
play means are designated by the coordinate designat- 
ing means. The icon designation judging means judges 
based on the designated coordinates whether the icon 
set by the icon setting means is designated or not. The 
control means controls the operation of the information 
processing apparatus based on the result of this judg- 
ment and the result of fingerprint verification. That is to 
say, when the icon is designated and fingerprints match, 
only data of the user having the matching fingerprint in 
an application associated with the designated icon is 
read out and displayed. In this way. with such simple 
control as coordinate designation at the time of finger- 
print verification, tiie operation of the information 
processing apparatus can be confrolled. 
[0031] Still further, in the information processing 
apparatus of the invention it is preferable tfiat when an 
icon is designated and there is a match in fingerprint as 
a result of the fingerprint verification, the confrol means 
initiates an application associated witfi a user having 
the matching fingerprint among applications previously 
set for the respective authorized users. 
[0032] According to the invention, the control 
means controls the operation of the information 
processing apparatus based on the result of icon desig- 
nation judgement and the result of fingerprint verifica- 
tion. That Is to say. when an icon is designated and 
there is a match in fingerprint as a result of the finger- 
print verification, an application associated with the user 
having the matching fingerprint among applications pre- 
viously set for the respective users is initiated. In tills 
way. witii such simple confrol as coordinate designation 
at the time of fingerprint verification, tiie operation of the 
information processing apparatus can be controlled. 
[0033] Still further, in the information processing of 
the invention it is preferable that: 

the respective icons are associated with files for the 
respective autiiorized users; and 
when an icon Is designated and there is a match in 
fingerprint as a result of the fingerprint verification, 
the control means opens only a file of a user having 
the matching fingerprint out of files associated with 
the designated icon out of the files. 
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[0034] According to the "invention, the control 
means controls the operation of the information 
processing apparatus based on a result of the icon des- 
ignation judgement and a result of the fingerprint verifi- 
cation. That is to say, when an icon is designated and $ 
there is a match in fingerprint, only a file of an author- 
ized user having the matching fingerpnnt is opened 
which is one out of files associated with the designated 
Icon among the files. In this way. with such simple con- 
trol as coordinate designation at the time of fingerprint io 
verification, the operation of the information processing 
apparatus can be controlled. 

[0035] Still further, the information processing 
apparatus according to the invention further comprises: 

15 

menu execution level area setting means for setting 
an area associated with an execution level of a 
menu; and 

menu execution level area designation judging 
means for judging based on designated coordi- 20 
nates whether a set menu execution level area is 
designated or not, 

wherein when a menu execution level area is desig- 
nated and there is a match in fingerprint, the control 
means executes a menu at an execution level asso- 2S 
ciated with an authorized user having the matching 
fingerprint among execution levels previously set 
for the respective users, as well as an execution 
level of the designated menu execution level area. 

30 

[0036] According to the invention, the fingerprint 
verification function is implemented in such a manner as 
mentioned above. Moreover, coordinates related to fin- 
gerprint reading on the display surface of the display 
means are designated by the coordinate designating as 
means. The menu execution level area designation 
judging means judges based on designated coordinates 
whether a menu execution level area set by the menu 
execution level area setting means is designated or not 
The control means controls the operation of the infbr- 40 
mation processing apparatus based on the result of this 
judgment and the result of fingerprint verification. That 
is to say, when a menu execution level area is desig- 
nated and there is a match in fingerprint, a menu is exe- 
cuted at an execution level associated with the user 45 
having the matching fingerprint among execution levels 
previously set for the respective users, as well as an 
execution level of the designated menu execution level 
area, in this way. with such simple control as coordinate 
designation at the time of fingerprint verification, the so 
operation of the information processing apparatus can 
be controlled. 

[0037] Still further, in the information processing 
apparatus of the invention it is preferable tiiat 

55 

a document having a seal box is displayed on the 
display means; and 

when detected coordinates are coordinates of tiie 



m 

seal box, the control means affixes an approval seal 
in the seal box of the document, 
tfie information processing apparatus further com- 
prising: 

communication means for communicating an 
approval-seal affixed document. 

[0038] According to the invention, with respect to a 
document having a seal box. when coordinates desig- 
nated in relation to fingerprint reading are coordinates 
within tiie seal box. an approval seal is affixed. In addi- 
tion, an approval-seal affixed document is communi- 
cated by the communication means. Therefore, a 
document such as a report can be transferred to the 
next person and circulated. 

[0039] Still further, in the information processing 
apparatus of the Invention it is preferable that: 

a document having a seaJ box is displayed on the 
display means; and 

when detected coordinates are coordinates of the 
seal box. the control means affixes an approval seal 
in the seal box of the document, 
tiie information processing apparatus further com- 
prising: 

attendant processing means for subjecting an 
approval-seal affixed document to an attendant 

processing. 

[0040] According to the invention, with respect to a 
document having a seal box. when coordinates desig- 
nated in relation to fingerprint reading are coordinates 
within tiie seal box. an approval seal is affixed on the 
document. In addition, the approval-seal affixed docu- 
ment is subjected to an attendant processing by tiie 
attendant processing means. Therefore, for a document 
such as an approval request, a process of issuing an 
order form can be performed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] Other and further objects, features, and 
advantages of the Invention will be more explicit from 
the following detailed description taken with reference to 
the drawings wherein: 

Fig. 1 is a block diagram of an information process- 
ing apparatus 31 . which is an embodiment of the 
present invention; 

Rg. 2 is a view showing a display/data reading 
screen 59 of a display/fingerprint reading unit 34; 
Fig. 3 is a view showing registered data of the users 
in a storage unit 38; 

Fig. 4 is a flow chart showing a first operation of the 

information processing apparatus 31 ; 

Ftg. 5 is a flow chart showing a second operation of 

tiie information processing apparatus 31 ; 

Fig. 6 is a flow chart showing a ttiird operation of the 
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information processing apparatus 31 ; 
Rg. 7 is a view showing a screen 71. which encour- 
ages input of a secret number; 
Fig. 8 is a flow chart showing a fourth operation of 
the information processing apparatus 31; 
Fig. 9 is a view showing a screen 73. which encour- 
ages input of a fingerprint; 
Rg. 10 is a flow chart showing a fifth operation of 
the information processing apparatus 31 ; 
Fig. 11 is a view showing a screen 75. which 
encourages input of a fingerprint; 
Rg. 12 is a flow chart showing a sixth operation of 
the information processing apparatus 31 ; 
Rg. 13 is a flow chart showing a seventh operation 
of the information processing apparatus 31 ; 
Rg. 14 is a view showing a screen 77, which 
encourages designation of an icon; 
Rg. 15 is a flow chart showing an eighth operation 
of the information processing apparatus 31 ; 
Rg. 16 is a view showing a screen 79, which 
encourages designation of a menu; 
Rg. 17 is a view showing a plurality of areas A to J 
of menu designation areas 80a and 80b of the 
screen 79; 

Rg. 1 8 is a flow chart showing a ninth operation of 

the information processing apparatus 31 ; 

Rg. 19 is a flow chart showing a tenth operation of 

the information processing apparatus 31 ; 

Rg. 20 is a view showing a screen 81. which 

includes a report 83; 

Rg. 21 is a flow chart showing an eleventh opera- 
tion of the information processing apparatus 31 ; 
Rg. 22 is a view showing a screen 84, which^^ 
includes a approval request 86; 
Rg. 23 is a block diagram of an information 
processing apparatus 57, which is another embodi- 
ment of the invention; 

Rg. 24 is a block diagram of a prior art information 
processing apparatus 1; and 
Rgs. 25A and 25B are views showing a fingerprint 
reading unit 4 and a display unit 7 comprised by the 
information processing apparatus 1 . 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0042] Now referring to the drawings, preferred 
embodiments of the invention are described below. 
[0043] Fig. 1 is a block diagram of an information 
processing apparatus 31, which is an embodiment of 
the present invention. To a central processing unit 32 of 
the information processing apparatus 31 provided with 
a fingerprint verification function, a fingerprint data 
sensing control unit 33 which controls a fingerprint read- 
ing operation of a display/fingerprint reading unit 34. a 
fingerprint sensing area setting unit 35, a display control 
unit 36 which controls a display operation of the dis- 
play/fingerprint reading unit 34, a key input unit 37 such 
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as a keyboard, a storage unit 38 implemented by a non- 
volatile memory, an input and output unit 39 for connec- 
tion to a network and connection to a peripheral 
equipment such as a printer, and a storage unit 40 are 
connected, whereby the operation of the overall appara- 
tus is integrally controlled. 

[0044] In the display/fingerprint reading unit 34. a 
display surface with orthogonal coordinates set thereon 
of a display unit implemented by. for example, a liquid 
CTystal display device is identical to a fingerprint reading 
surface touched with a finger of a fingerprint reading 
unit implemented by a well-known technique. To be 
more specific, sensors for reading data are disposed to 
ail the pixels of the itquld crystal display device. The 
sensors do not need to be disposed to all the pixels of 
the liquid crystal display device, and may be disposed to 
some of the pixels. Thus, by the display/fingerprint read- 
ing unit 34 including a display/data reading screen 59 
shown in Rg. 2. coordinate data and fingerprint data on 
the screen 59 are acquired. The central processing unit 
32 controls the operation of the information processing 
apparatus 31 based on the acquired coordinate data, 
and controls the operation of the apparatus 31 based on 
the acquired fingerprint data. 

[0045] As the display/fingerprint reading unit 34, an 
image reading apparatus disclosed in Japanese Patent 
Application No. 11-12231 (1999) by the applicant of this 
application, that is. an image reading apparatus which 
has a lightH-eceiving element embedded in a liquid crys- 
tal layer thereof to read fingerprint data may be 
adopted, for example. In the information processing 
apparatus 31 . fingerprint reading means, display means 
and coordinate designating means are implemented by 
the display/fingerprint reading unit 34. 
[0046] In a coordinate position/fingerprint data stor- 
age section 58 of the fingerprint data sensing control • 
unit 33. coordinate data and fingerprint data acquired by 
the display/fingerprint reading unit 34 are temporarily 
stored. These stored data are transferred to the storage 
unit 40. To the display/fingerprint reading unit 34, dis- 
play data are supplied from the display control unit 36. 
Further, the timing between a display operation and a 
fingerprint reading operation by the display/fingerprint 
reading unit 34 is controlled by the central processing 
unit 32. 

[0047] The fingerprint sensing area setting unit 35 
sets a fingerprint reading area 60 in the screen 59, The 
area 60 is a rectangular area in which coordinates of 
two points designated by designating means such as an 
input pen 101 are regarded as facing vertexes, for 
example. From the key input unit 37. additional data and 
the like with respect to fingerprint data are inputted as 
required. 

[0048] User's registered data having been previ- 
ously registered are stored in the storage unit 38. and 
read out and transferred to the storage unit 40 to be 
stored therein by the central processing unit 32 when 
required. Here, although an applfoation program is also 
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stored in the storage unit 38 In a like manner, and read 
out and transferred to the storage unit 40 to be stored 
therein by the central processing unit 32 when required, 
the program may be previously stored in the storage 
unit 40. 5 

[0049] The storage unit 40 includes a program/work 
memory 41 which is composed of a fingerprint verifica- 
tion section 42. a user's registered data reading- 
out/storing section 45. and an application program stor- 
ing section 48. The fingerprint verification section 42 io 
includes a feature extracting section 43 which extracts 
feature data of fingerprint data and a verifying section 
44 which verifies extracted feature data. The user's reg- 
istered data reading-out/storing section 45 includes a 
data reading-out section 46 which reads out user's reg- is 
istered data and a data storing section 47 which stores 
user's registered data having been read out. 
[0050] Fig. 3 is a view showing user's registered 
data in the storage unit 38. The user's registered data 
include a basic data section 61 and a pertinent data 20 
section 62 for the respective users. The basic data sec- 
tion 61 is composed of a user name data storing section 
63, a fingerprint data storing section 64 and a manage- 
rial position/acting decider data storing section 65. In 
the fingerprint data storing section 64. fingerprint data 25 
64a of each finger of a left hand and fingerprint data 64b 
of each finger of a right hand are stored, respectively. 
The pertinent data section 62 is composed of a control 
environment data storing section 66. an available func- 
tion restriction data storing section 67, an each finger's 30 
shortcut data storing section 68, an authority data stor- 
ing section 69 and an initiation application setting data 
storing section 70. In the authority data storing section 
69. an apparatus setting change level 69a. a network 
connection change level 69b and other data 69c are 3S 
stored, respectively. 

[0051] Control environments correspond to the 
operation conditions of the information processing 
apparatus 31, which are. for example, data for defining 
display/non-display of specific information such as help 40 
information for giving a control guidance, on/off of a spe- 
cific key such as a screen key. the size of a displayed 
letter and the like. The available function restriction data 
also correspond to the operation conditions, which are. 
for example, data for defining capability/incapability of 45 
reading out data from a connected CD (corrtpact disc) - 
ROM (read only memory), capability/incapability of 
using SIO (a file transfer protocol) and the like. Each fin- 
ger's shortcut data corresponds to a command previ- 
ously set for each finger of the user, for example, a so 
command for designating execution of a function of reg- 
istering a schedule. The authority data are data for 
defining the apparatus setting change level, the network 
connection change level and the like. The initiation 
applications are an application for issuing an order form ss 
when a seal is affixed on a approval request and an 
application for network connection executed when a 
seal is affixed on a report. 



[0052] Fig. 4 is a flow chart showing a first operation 
of the information processing apparatus 31 . At step al . 
elements which are required for reading a fingerprint, 
that is, the central processing unit 32, the fingerprint 
data sensing control unit 33 and the display/fingerprint 
reading unit 34 are kept in the power-on state, elements 
which are not required for reading a fingerprint are kept 
in the power-off state, and fingerprint input is waited in a 
detection cycle of relatively slow fingerprint input Until a 
fingerprint is inputted, these states are maintained, 
whereby power consumption is reduced. 
[0053] At the following step a2, the central process- 
ing unit 32 judges whetiier power-on control by touching 
the display/data reading screen 59 of the display/finger- 
print reading unit 34 witfi a finger has been done or not. 
When the unit judges that power-on control by touching 
with a finger has been done, the operation goes to the 
following step a3. When a finger touches, the fingerprint 
data sensing control unit 33 generates an interrupt sig- 
nal toward tiie central processing unit 32. On the basis 
of this interrupt signal, tiie central processing unit 32 
judges that power-on confrol has been done. Otherwise, 
by reading out a status by polling from the central 
processing unit 32 to the fingerprint data sensing con- 
trol unit 33. the central processing unit 32 judges that 
power-on control has been done. 
[0054] At step a3. where the overall information 
processing apparatus 31 is kept in the power-on state, 
the fingerprint data sensing control unit 33 reads out fin- 
gerprint data and coordinate data of a position touched 
with a finger from tine display/fingerprint reading unit 34 
. and temporarily stores the data in the storage section 
58. These data are transferred to the storage unit 40 via 
the central processing unit 32. Otherorise. the data are 
directly transferred to the storage unit 40 witii DMA 
(direct memory access), not via the central processing 
unit 32. 

[0055] At the following step a4, the central process- 
ing unit 32 judges whether a position according to the 
acquired coordinate data is a specific position or not. 
The operation goes to step a5 when the position is a 
specific position, whereas the operation goes tsack to 
step a2 when the position is not a specif ic position, 
[0056] At step a5, the central processing unit 32 
reads out fingerprint data of user's registered data reg- 
istered in the storage unit 38 and stores the data into tiie 
storage unit 40. At the following step a6. the central 
processing unit 32 verifies the acquired fingerprint data 
against the fingerprint data read out from the storage 
unit 38 to identify the data. At the following step a7. the 
unit judges whether the fingerprints match or not. When 
the fingerprints match, the power-on state is kept and 
the operation is erxjed. When the fingerprints do not 
match, the operation goes to step a8. 
[0057] At step a8. it is judged whether or not any 
other fingerprint data are registered in the storage unit 
38. arxl when registered, the operation goes back to 
step a5 to repeat a fingerprint verification operation on 
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all of the other registered fingerprint data. When any 
other fingerprint data are not registered, the operation 
goes to step a9 to perform error display and then goes 
back to step al. 

[0058] A fingerprint verification program stored in 
the storage unit 40 is the one read out from the storage 
unit 38 and stored therein. The program does not need 
to be read out and stored at every fingerprint verifica- 
tion, and the program read out and stored at the begin- 
ning may be used repeatedly. 

[0059] Further, although fingerprint data registered 
in the storage unit 38 are read out and stored in the stor- 
age unit 40 at every verification in this embodiment, alt 
of the registered fingerprint data may be read out at the 
beginning. 

[0060] Furthermore, error display at step a9 can be 
performed as required, and the operation may immedi- 
ately go to step a1 when it is found at step a8 that any 
other fingerprint data are not registered. 
[0061 ] Rg. 5 is a flow chart showing a second oper- 
ation of the information processing apparatus 31. This 
flow chart is the one that steps alO and al 1 are added 
to the flow chart of Fig. 4, so that explanation of like 
steps will be omitted. At step a7. it is judged whether the 
fingerprints match or not. and when the fingerprints 
match, the operation goes to step a 10. At step a10, it is 
judged whether or not pertinent data associated with 
the user having the matching fingerprint exist in perti- 
nent data registered in the storage unit 38. When the 
pertinent data exist the operation goes to step al 1 to 
read out the pertinent data. Then, control environments 
and available functions based on the pertinent data are 
set, the power-on state is maintained and the operation „ 
is ended. When the pertinent data do not exist, the 
power-on state Is maintained in the present state and 
the operation is ended. 

[0062] Rg, 6 is a flow chart showing a third opera- 
tion of the information processing apparatus 31 . At step 
a2l. such a screen 71 encouraging input of a secret 
numtDer as shown In Fig. 7 is set and displayed on the 
display/data reading screen 59 of the display/fingerprint 
reading unit 34. On the screen 71, a secret number 
input area 72 for designating numerical values of 0-9 
and inputting a secret number is set. The area 72 also 
senses as an area for inputting a fingerprint. At the fol- 
lowing step a22, the central processing unit 32 judges 
whether control of inputting a secret number by touch- 
ing the secret number input area 72 of the screen 71 
with a finger has been done or not. When the unit 
judges that control of inputting a secret number by 
touching the area 72 with a finger has been done, the 
operation goes to the following step a23. At this 
moment, as well as a secret number, a fingerprint is 
inputt :d. in a case where a finger touches an area other 
than the area 72. It will be ignored. 
[0063] At step a23. the fingerprint data sensing 
control unit 33 reads out fingerprint data and coordinate 
data at a position touched with a finger from the dis- 



play/fingerprint reading unit 34 and temporarily stores 
the data in the storage section 58. At the following step 
a24, based on a position according to the acquired 
coordinate data, a secret number is detected and 
5 acquired. At the following step a25. the acquired finger- 
print data are stored in the storage unit 40. At the follow- 
ing step a26. it is judged whether or not a secret number 
has been inputted up to a preset number of digits, for 
example, four digits. The operation goes to step a27 
10 when inputted, whereas the operation goes back to step 
a22 when not inputted. 

[0064] At step a27, the central processing unit 32 
verifies the acquired secret number against a previously 
registered secret number to identify the number and 
15 judges whether both the numbers match or not. The 
operation goes to step a28 when match, whereas the 
operation goes to step 29 when not match. At step a28, 
where the secret numbers match, the central process- 
ing unit 32 verifies against the acqiired fingerprint data 
20 with previously stored fingerprint data to identify the 
data and judges whether both the data match or not. 
The operation is ended in the present state when both 
the data match, whereas the operation goes to step a30 
when not match. At steps a29 and a30. en-or display is 
25 performed and the operation is ended. 

[0065] A secret number verification program, as 
well as the fingerprint verification program, is read out 
from the storage unit 38 and stored into the storage unit 
40. This program does not need to be read out and 
30 stored for every verification of a secret number, and the 
program having been read out and stored at the begin- 
ning may be used repeatedly Further, error display at 
steps a29 and a30 can be performed as required, and 
the operation may be ended soon after the operations at 
35 Steps a27 and a28 are ended. 

[0066] Fig. 8 is a flow chart showing a fourth opera- 
tion of the information processing apparatus. At step 
a41 , such a screen 73 encouraging input of fingerprints 
as shown in Fig. 9 is set and displayed on the dis- 
40 play/data reading screen 59 of the display/fingerprint 
reading unit 34. On the screen 73, a plurality of finger- 
print input boxes 74 are set Further, fingerprint data 
stored in the storage unit 38 are read out and stored in 
the storage unit 40. 
45 [0067] At the following step a42, the central 
processing unit 32 judges whether control of inputting 
fingerprints by touching inside the fingerprint input 
boxes 74 of the screen 73 with a finger has been done 
or not. When the unit judges that control of inputting fin- 
so gerprints by touching inside the boxes 74 with a finger 
has been done, the operation goes to the following step 
a43. Here, if a finger touches outside the boxes 74. it will 
be ignored. 

[0068] At step a43. the fingerprint data sensing 
55 control unit 33 reads out fingerprint data and coordi- 
nated data of positions touched with a finger from the 
display/fingerprint reading unit 34 and temporarily 
stores the data in the storage section 58. At the follow- 



8 



BNSDOCID: <ep 104369eA2_L> 



15, 



EP 1 043 698 A2 



ing step a44. based on the positions according to the 
acquired coordinate data, the boxes 74 with fingerprints 
inputted are detected and acquired. At the following 
step a45. the acquired fingerprint data are stored into 
the storage unit 40. At the following step a46, the order 
of inputting fingerprints into the boxes is verified against 
the previously registered order of boxes to judge 
whether both the orders match or not. When matching, 
the operation goes to step a47 . whereas when not 
matching the operation goes to step a48. 
[0069] At step a47. the central processing unit 32 
judges whether or not the box order has been verified 
against all the previously stored box orders. When the 
box order has been verified against all the box orders to 
identify, the operation is ended, and in the case where 
the box order has not been verified against alt the box 
orders, goes back to step a42. At step a48. error display 
is performed and the operation is ended. 
[0070] An verification program of the box order, as 
well as the fingerprint verification program, is read out 
from the storage unit 38 and stored into the storage unit 
40. This program does not need to be read out and 
stored at every verification of the order of boxes, and the 
program having been read out and stored at the begin- 
ning may be used repeatedly Further, error display at 
step a48 can be performed as required, and the opera- 
tion may be ended at once when the box orders do not 
match at step a46. 

[0071 ] Fig. 10 is a flow chart showing a frfth opera- 
tion of the information processing apparatus 31 . At step 
- a51 . such a screen 75 encouraging input of fingerprints 
as shown in Rg. 11 is set and displayed on the dis- 
play/data reading screen 59 of the display/Fingerprint 
reading unit 34. On the screen 75. fingerprint input 
boxes 76 for the respective fingers are set. Further, fin- 
gerprint data stored in the storage unit 38 are read out 
and stored into the storage unit 40. 
[0072] At the following step a52. the central 
processing unit 32 judges whether control of inputting 
fingerprints by touching inside the fingerprint input 
boxes 76 of the screen 75 with fingers has been done or 
not. When the unit judges that control of inputting finger- 
prints has been done by touching inside the boxes 76 
with fingers, the operation goes to the following step 
a53. Here, if a finger touches outside the boxes 76, it will 
be ignored. 

[0073] At step a53, the fingerprint data sensing 
control unit 33 reads out fingerprint data and coordinate 
data of positions touched with fingers from the dis- 
play/fingerprint reading unit 34 and temporarily stores 
the data in the storage section 58. At the following step 
a54, based on the positions according to the acquired 
coordinate data, the boxes 76 with fingerprints inputted 
are detected and acquired to label the fingerprint data 
for the respective fingers. At step a55. the respective 
fingerprint data having been acquired and labeled are 
stored into the storage unit 40. 
[0074] At the following step a56, the respective f in- 
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gerprint data having been labeled is verified against 
previously registered fingerprint data to identify, and it is 
judged whether the data matches or not. Moreover, the 
order of inputting fingerprints into the boxes is verified 

5 against the previously registered box order, and it is 
judged whether both the orders match or not. At this 
moment, both or either of fingerprint verification and box 
order verification may be carried out. The operation is 
ended in the present state when fingerprints and/or the 

w box orders match, whereas the operation goes to step 
a57 when not match, where error display is performed 
and the operation is ended. 

[0075] Error display at step a57 may be performed 
as required, and the operation may be erxjed at once 
15 when fingerprints and/or the box orders do not match at 
step a56. 

[0076] Fig. 1 2 is a flow chart showing a sixth opera- 
tion of the information processing apparatus 31 . This 
flow chart is the one that steps a54 to a57 in the flow 

20 Chart of Fig. 10 are deleted and steps a58 to a61 are 
added, so that explanation of like steps will be omitted. 
At step a53. the fingerprint data sensing control unit 33 
reads out fingerprint data and coordinate data of posi- 
tions touched with fingers from the display/fingerprint 

25 reading unit 34. temporarily stores the data in the stor- 
age section 58 and transfers the data to the storage unit 
40. At the following step a58. the unit verifies the finger- 
print data against registered data, and judges whether 
both the data match or not The operation goes to step 

30 a59 when match, whereas the operation goes to step 
a61 when not match. 

[0077] At step a59, it is judged whether pertinent 
data associated with the user having the matching fin- 
gerprint data are stored or not. When stored, the opera- 

35 tion goes to step a60. where a command previously set 
for each finger according to the pertinent data is read 
out end executed, and the operation is ended. When the 
pertinent data are not stored, the operation is ended in 
the present state. At step a6l . error display is performed 

40 and the operation is ended. 

[0078] Error display at step a61 may be performed 
as required, and the operation may be ended at once 
when fingerprint data do not match at step a58. 
[0079] Fig. 13 is a flow chart showing a seventh 

45 operation of the information processing apparatus 31 . 
At step a71 , such a screen 77 encouraging designation 
of an icon as shown in Rg. 14 is set and displayed on 
the display/data reading screen 59 of the display/finger- 
print reading unit 34. On the screen 77, a plurality of 

50 icons 78a to 78f are set. The areas of the icons 78a to 
78f also serve as the areas for fingerprint input. Further, 
fingerprint data stored in the storage unit 38 are read 
out and stored into the storage unit 40. 
[0080] At the following step a72. the central 

55 processing unit 32 judges whether control of inputting a 
fingerprint by touching the screen 77 with a finger has 
been done or not. When the unit judges that control of 
inputting a fingerprint by touching with a finger has been 
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done, the operation goes to the following step a73. 
Here, the operation can be controlled so as not to go to 
the following step when a finger touches outside the 
Icons 78a to 78f. 

[0081 ] At the following step a73, the fingerprint data 
sensing control unit 33 reads out fingerprint data and 
coordinate data of a position touched with a finger from 
the display/fingerprint reading unit 34. temporarily 
stores the data in the storage section 58 and transfers 
the data to the storage unit 40. At the following step a74. 
the fingerprint data is compared to judge whether the 
fingerprint data matches or not The operation goes to 
step a75 when match, whereas the operation goes to 
step a80 when not match, where error display is per- 
formed and the operation is ended. 
[0082] At step a75. it is judged in which icon of the 
icons 78a to 78f the fingerprint has been inputted. The 
operation goes to step a76 in the case of the telephone 
directory icon 78a, goes to step a77 in the case of the 
schedule Icon 78b. goes to step a78 in the case of the 
file management Icon 78c and goes to step a79 in the 
case of the application icon 78d. Although not shown in 
this flow chart, an application for handwritten notes is 
initiated in the case of the icon 78e, while an application 
for voice notes is initiated in the case of the icon 78f. and 
then the operation is ended. When a finger has touched 
outside the icons 78a to 78f. the operation is ended in 
the present state. At steps a76 to a78. only data of the 
user having the matching fingerprint in an application 
con-esponding to each of the icons 78a to 78c having 
been designated is read out and displayed to enable the 
user to perform data edition such as registration, 
change and deletion, and then the operation is ended. 
Further, at step a79, from among applications previ- " 
ously registered for each user, an application associ- 
ated with the user having the matching fingerprint is 
initiated, and the operation is ended. 
[0083] En-or display at step a80 can be performed 
as required, and the operation may be ended at once 
when fingerprint data do not match at step a74. 
[0084] Fig. 15 is a flow chart showing an eighth 
operation of the information processing apparatus 31. 
At step a81 . such a screen 79 encouraging designation 
of a menu as shown in Rg. 16 is set and displayed on 
the display/data reading screen 59 of the display/finger- 
print reading unit 34. There are two menus of machine 
set and network connection, and two menu designation 
areas 80a and 80b are set on the screen 79. The menu 
designation areas 80a and 80b also serve as areas for 
inputting fingerprints. Further, fingerprint d^ta stored in 
the storage unit 38 are read out and stored into the stor- 
age unit 40. 

[0085] The menu designation areas 80a and 80b of 
the screen 79 encouraging menu designation are. to be 
more specific, divided into a plurality of areas A to J as 
shown in Fig. 17, Depending on an area into which a fin- 
gerprint has been inputted among the areas A to J in the 
areas 80a and 80b, an authority level at the time of exe- 



cuting a menu is specified. 

[0086] At the following step a82. the central 
processing unit 32 judges whether control of inputting a 
fingerprint by touching the screen 79 with a finger has 
s been done or not. When the unit judges that corrtrol of 
inputting a fingerprint by touching with a finger has been 
done, the operation goes to the following step a83. 
Here, the operation can be controlled so as not to go to 
the following step when a finger touches outside the 
10 menu designation areas 80a and 80b. 

[0087] At step a83. the fingerprint data sensing 
control unit 33 reads out fingerprint data and coordinate 
data of a position touched with a finger from the dis- 
play/fingerprint reading unit 34, temporarily stores the 
IS data in the storage section 58 and transfers the data to 
the storage unit 40. At the following step a84. the finger- 
print data is compared to judge whetiier the data 
matches or not. The operation goes to step a85 when 
matching, whereas the operation goes to step a90 when 
so not matching, where en-or display is performed and the 
operation is ended. 

[0088] At step a85. authority data associated with 
the user having the matching fingerprint are read out 
from the storage unit 38 and stored into the storage unit 
25 40- At the following step aSS. it is judged into which area 
of the areas A to E a fingerprint has been inputted. The 
operation goes to step a87 in the case of tiie area A, 
goes to step a88 in the case of the area B or D and goes 
to step a89 in the case of the area C or E. The operation 
30 IS ended so that the menu of machine set is executed at 
the level of the authority data having been read out and 
stored, as welt as the autiiority level specified by the 
respective areas A to E. In other cases, the operation is 
ended in tiie present state. 
35 [0089] Error display at step a90 can be performed 
as required, and the operation may be ended at once 
when the fingerprint data do not match at step a84. 
[0090] Fig. 1 8 is a flow chart showing a ninth oper- 
ation of the information processing apparatus 31 . This 
40 flow Chart Is the one that steps a87-a89 in the flow chart 
of ng. 15 are deleted and steps a91-a93 are added, so 
that explanation of like steps will be omitted. At step 
a86. it is judged in which area of the areas F to J a fin- 
gerprint has been inputted. The operation goes to step 
45 a9l in the case of the area F, goes to step a92 in the 
case of the area G or I and goes to step a93 in the case 
of the area H or J. The operation is ended so tfiat the 
menu of network connection is executed at the level of 
auttnority data having been read out and stored, as well 
so as the authority level specified by tfie respective areas F 
to J. In other cases, the operation is ended in the 
present state. 

[0091] Fig. 19 is a flow chart showing a tenth oper- 
ation of the information processing apparatus 31. At 
55 step alOI. such a screen 81 including a report 83 as 
shown in Fig. 20 is set and displayed on the display/data 
reading screen 59 of the display/fingerprint reading unit 
34. In the report 83. seal boxes 82 are set. Here, the 
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seal boxes 82 also serve as areas for inputting finger- 
prints. Further, fingerprint data stored in the storage unit 
38 are read out and stored in the storage unit 40. 
[0092] At the following step a102. the central 
processing unit 32 judges whether control of inputting a s 
fingerprint by touching the report 83 with a finger has 
been done or not. When the unit judges that control of 
inputting a fingerprint by touching the report 83 with a 
finger has been done, the operation goes to the follow- 
ing step a103. At this moment, a finger may touch the io 
overall screen 81. 

[0093] At step al03. the fingerprint data sensing 
control unit 33 reads out f ingerprirn data and coordinate 
data of a position touched with a finger from the dis- 
play/fingerprint reading unit 34. temporarily stores the is 
data In the storage section 58 and transfers the data to 
the storage unit 40. At the following step a104, it is 
judged whether or not a fingerprint has been inputted 
into one of the seal boxes 82, The operation goes to 
step a105 when inputted into one of the seal boxes 82. 20 
whereas in other cases» the operation goes to step 
a1 1 1 , where error display is performed, and tiie opera- 
tion is ended. 

[0094] At step a 105. fingerprint data Is compared 
to judge whether the data matches or not. The operation 25 
goes to step alOS when match, whereas the operation 
goes to step a111 when not match, where error display 
Is performed, and the operation is ended. 
[0095] At step alOe. based on pertinent data, it is 
judged whether or not tiie matching fingerprint data 30 
belong to a person authorized to affix his/her seal to the 
. report. The operation goes to step a 107 when the 
judgement result is positive, whereas the operation 
goes to step a1 10 when negative, where display show- 
ing that the user is not authorized to approve Is per- 35 
formed, and the operation is ended. 
[0096] At step a107. it is judged whether or not tiie 
next sealer is set on the report. The operation goes to 
step al08 when set. whereas the operation goes to step 
a1 09 when not set. At step a108. the user having input- 40 
ted a fingerprint affixes his/her approval seal to the 
report and passes the report witii the approval seat 
affixed on the next sealer. That is to say. data fansmls- 
sion to the next sealer Is performed via network. Then, 
the operation is ended. At step a109. the user having 45 
Inputted a fingerprint affixes his/her approval seal to the 
report and stores the report with the approval seal 
affixed into a storage space set in the report file, 
whereby the operation is ended. 

[0097] Display at step alio and error display at so 
step a1 11 can be performed as required, and the oper- 
ation may be ended at once when fingerprint data do 
not match at step a105 and when a judgment at step 
a 106 is negative. 

[0098] Fig. 21 is a flow chart showing an eleventh 55 
operation of the information processing apparatus 31. 
At step a121. such a screen 84 including a approval 
request 86 as shown in Fig. 22 Is set and displayed on 



tiie display/data reading screen 59 of the display/finger- 
print reading unit 34. In the approval request 86. seal 
txDxes 85 are set Here, the seal boxes 85 also serve as 
areas for inputting fingerprints. Further, fingerprint data 
stored in the storage unit 38 are read out and stored in 
the storage unit 40. 

[0099] At the following step a 122. the central 
processing unit 32 judges whether control of inputting a 
fingerprint by touching the approval request 86 with a 
finger has been done or not. When the unit judges that 
control of inputting a fingerprint by touching the 
approval request 86 with a finger has been done, the 
operation goes to step a 123. At this moment, a finger 
may touch the overall screen 84. 
[0100] At step a123. the fingerprint data sensing 
control unit 33 reads out fingerprint data and coordinate 
data of a position touched with a finger from the dis- 
play/fingerprint reading unit 34. temporarily stores the 
data in the storage section 58 and transfers the data to 
the storage unit 40. At the following step a124. it is 
judged whether or not a fingerprint has been Inputted 
into one of the seal boxes 85. The operation goes to 
step a 125 when inputted into one of the seal boxes 85. 
whereas In other cases, the operation goes to step 
a131, where error display is performed, and the opera- 
tion is ended. 

[01 01 ] At step a1 25, fingerprint data Is compared to 
judge whether the data match or not The operation 
goes to step a126 when match, whereas the operation 
goes to step a131 when not match, where error display 
Is performed, and the operation is ended. 
[0102] At step a126. based on pertinent data, it is 
judged whether or not the matching fingerprint data 
belong to a person authorized to affix his/her seal to the 
approval request. The operation goes to step a1 27 
when the judgement result is positive, whereas the 
operation goes to step a130 when negative, where dis- 
play showing that the user is not authorized to approve 
is performed, and tiie operation is ended. 
[01 03] At step al 27, it is judged whether or not the 
total amount of the approval request is within the 
authority of the approver. The operation goes to step 
a129 when the amount is within the authority, whereas 
the operation goes to step a128 when not witiiin the 
authority. At step a128. the user having inputted a fin- 
gerprint affixes his/her approval seal to the approval 
request and passes the approval request with the 
approval seal affixed on the next approver. That is to 
say. data transmission to the next approver is performed 
via network. Then, the operation is erxled. At step al 29, 
tiie user having inputted a fingerprint affixes his/her 
approval seal to the approval request, stores the 
approval request with tiie approval seal affixed into a 
storage place set in tiie approval request file and per- 
forms an order form issuing process, whereby the oper- 
ation Is ended. 

[0104] Display at step a 130 and en-or display at 
step a131 can be performed as required, and the oper- 
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ation may be ended at once when fingerprint data do 
not match at step a1 25 and the judgement at step a1 26 
is negative. 

[01051 Fig. 23 is a block diagram of an information 
processing apparatus 57, which is another embodiment 
of the invention. The information processing apparatus 
57. which is constructed in almost the same manner as 
the information processing apparatus 31, further com- 
prises a mouse 52 as coordinate designating means, 
wherein the mouse 52 is provided with a reading sur- 
face 50 of a fingerprint reading unit. Uke elements as in 
the apparatus 31 will be denoted by like reference 
numerals. 

[01 06] To the central processing unit 32 of the infor- 
mation processing apparatus 57 provided with a finger- 
print verification function, the fingerprint data sensing 
control unit 49 which controls a fingerprint reading oper- 
ation, the display control unit 36 which controls a display 
operation of the display unit 51 , a pointer control unit 55 
which controls the operation of the mouse 52, a finger- 
print reading position detecting unit 56 which detects a 
coordinate position related to fingerprint reading on the 
display surface designated by the mouse, the key input 
unit 37. the storage unit 38, the input and output unit 39. 
and the storage unit 40 are connected, whereby the . 
operation of tiie overall apparatus is integrally control- 
led. 

[0107] The display unit 51 is implemented by. for 
example, a liquid crystal displ^ devfce. and provkJed 
with a display surface with orthogonal coordinates set 
thereon. The fingerprint reading unit is implemented by, 
for example, a well-known technque. and provided with 
the fingerprint reading surface 50 touched with a finger. \ 
The fingerprint reading surface 50 is formed on the sur- * 
face of ttie mouse 52. For example, tiie fingerprint read- 
ing surface is formed on one of a left button 53 and a 
right button 54 included in the mouse 52, and in this 
case, on the left button 53. The central processing unit 
32 controls the operation of the information processing 
apparatus in a like manner as in tfie information 
processing apparatus 31 based on coondinate data 
detected and acquired by the fingerprint reading posi- 
tion detecting unit 56, and controls the operation of the 
apparatus 57 in a like manner as in the apparatus 31 
based on the acquired fingerprint data 
[0108] The invention may be embodied in other 
specif k; forms witiiout departing from the spirit or essen- 
tial characteristics tiiereof. The present embodiments 
are therefore to be considered in ail respects as illustia- 
tive and not restrictive, ttie scope of ttie invention being 
indicated by the appended claims rattier than by the 
foregoing desaiption and all changes which come 
witiiin the meaning and the range of equivalency of the 
claims are therefore intended to be embraced ttierein. 
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Claims 

1 - An information processing apparatus (3 1 . 57) com- 



55 



prising: 

fingerprint verification means (33) for verifying 
a fingerprint read from a fingerprint reading 
surface against previously stored fingerprints 
of authorized users. 

the information processing apparatus (31, 57) 
further comprising: 

display means (34) having a display surface 
(59) with orthogonal coordinates set thereon; 
coordinate designating means (101. 52) for 
designating coordinates related to fingerprint 
reacting on the display surface; and 
control means (32) for controlling an operation 
based on designated coordinates. 

The information processing apparatus (31) of claim 
1. wherein the display surface (59) and tiie finger- 
print reading surface (60) are one and tiie same. 

The information processing apparatus (57) of claim 
1, wherein the fingerprint reading surface (50) is 
formed on tiie coordinate designating means (52). 

The information processing apparatus of claim 1. 
wherein tfie control means (32) activates the finger- 
print verification means (33) when specific coordi- 
nates are designated. 

The information processing apparatus (31, 57) of 
daim 1, further comprising: 

secret number acquiring means (32) for acquir- 
ing a secret number based on designated coor- 
dinates; and 

secret number identifying means (32) for verify- 
ing the acquired secret number against a previ- 
ously stored secret nun*er, wherein ttie 
control means (32) controls an operation 
based on a result of the secret number verifica- 
tion. 

The information processing apparatus (31, 57) of 
daim 5. wherein tiie control means (32) activates 
ttie fingerprint verification means (33) when the 
secret numbers match each other. 

The information processing apparatus (31, 57) of 
claim 1 , wherein ttie confrd means (32) confrols ttie 
operation of a power source of the information 
processing apparatijs when tfiere is a match in fin- 
gerprint. 

The information processing apparatus (31, 57) of 
daim 1 . wherein when there is a match as a result 
of the verification of the read fingerprint against the 
previously stored fingerprints, the confrol means 
(32) reads out an operation condition associated 
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with an authorized user having the matching finger- 
print from among operation conditions previously 
set for the authorized users and sets the condition. 

9. The information processing apparatus (31. 57) of s 
claim 1, wherein the fingerprint verification means 
(33) is capable of verifying fingerprints of ail fingers 

of both hands. 

10. The information processing apparatus (31. 57) of io 
claim 9. wherein when the fingerprints of the 
respective fingers match the previously stored 
ones, the control means (32) reads out a command 
associated with each finger of the user having the 
matching fingerprints, from among commands pre- is 
viously registered for the respective fingers of the 
authorized user and executes the commands. 



11. The information processing apparatus (31. 57) of 



claim 1, further comprising 
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icon setting means (32) for setting an icon 
associated with an application; and 
icon designation judging means (32) for judg- 
ing whether the set icon is designated or not, 25 
based on designated coordinates, 
wherein when the icon is designated and there 
is a match in fingerprint as a result of the finger- 
print verification, the control means (32) reads 
out only data of a user having the matching fin- 30 
gerprint in an application associated with the 
designated icon and causes the data to be dis- 
played. 

12. The information processing apparatus (31, 57) of 3S 
claim 1 1 , wherein when an Icon is designated and 
there is a match in fingerprint as a result of the fin- 
gerprint verification, the control means (32) initiates 
an application associated with a user having the 
matching fingerprint among applications previously 40 
set tor the respective authorized users. 

13- The information processing (31, 57) of claim 11. 
wherein the respective icons are associated with 
files for the respective authorized users; and 4S 

when an icon is designated and there is a 
match in fingerprint as a result of the fingerprint 
verification, the control means (32) opens only 
a file of a user having the matching fingerprint so 
out of files associated with the designated icon 
out of the files. 

14. The information processing apparatus (31. 57) of 
claim 1 , further comprising: ss 

menu execution level area setting means (32) 
for setting an area associated with an execu- 



tion level of a menu; and 
menu execution level area designation judging 
means (32) for judging based on designated 
coordinates whether a set menu execution 
level area is designated or not, 
wherein when a menu execution level area is. 
designated and there is a match in fingerprint, 
the control means (32) executes a menu at an 
execution level associated with an authorized 
user having the matching fingerprint among 
execution levels previously set for the respec- 
tive users, as well as an execution level of the 
designated menu execution level area. 

15. The information processing apparatus (31, 57) of 
claim 1 , wherein a document having a seal box is 
displayed on the display means (34); and 

when detected coordinates are coordinates of 
the seal box, the control means (32) affixes an 
approval seal in the seal box of the document, 
the information processing apparatus (31, 57) 
further comprising: 

communication means (39) for communicating 
an approval-seal affixed document. 

16. The information processing apparatus (31. 57) of 
claim 1, wherein a document having a seal box is 
displayed on the display means (34); and 

when detected coordinates are coordinates of 
the seal box, the control means (32) affixes an 
approval seal in the seal box of the document, 

the information processing apparatus (31, 57) 
further comprising: 

attendant processing means (32) for subjecting 
an approval-seal affixed document to an 
attendant processing. 

17. An information processing apparatus comprising 
display means having a display surface, and finger- 
print reading means for reading a fingerprint from a 
fingerprint reading surface, wherein said display 
surface and said fingerprint reading surface are 
integrated as a common surface. 

ia An information processing apparatus comprising 
display means having a display surface, means for 
designating a position on said display surface by 
finger operation including finger contact with a fin- 
gerprint reading surface, and fingerprint reading 
means for reading a fingerprint from said fingerprint 
reading surface. 

19. A coordinate designation mouse for an Information 
processing apparatus having a display means for 
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displaying a cursor point moveable by operation of 
the mouse, said mouse having a click element or 
button, for finger actuation, said click element hav- 
ing a fingerprint reading surface from which a fin- 
gerprint of a finger in contact therewith can be read. 
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(54) Inlormation processing apparatus 

(57) An object of the present invention is to provide 
an information processing apparatus which is provided 
with a fingerprint verification function with a high security 
and a high operability. When a fingerprint is inputted 
from a fingerprint reading surface of a display/fingerprint 
reading unit (34), a fingerprint data sensing control unit 
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stores the data into a storage unit (40). The fingerprint 
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tered and stored in a storage unit (38), to determine 
whether or not there is a matching fingerprint. In an in- 
formation processing apparatus (31), a fingerprint veri- 
fication function Is thus implemented. Further, based on 
the coordinate data related to fingerprint input, the op- 
eration of the infomiation processing apparatus (31) is 
controlled. Accordingly, with such simple control as co- 
ordinate designation by touching the fingerprint reading 
surface with a finger at the time of fingerprint verification, 
the operation of the information processing apparatus 
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